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Agenda

• The “new” Challenge in Automotive Industry – Cybersecurity

• But there is more – Further Assessment Models

• Are we able to deal with all that stuff? –
Assessor Skills and Certification Levels

• Like in real projects – intacs™ Training Architecture

• What comes next? – intacs™ Roadmap
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Some selected markets and regulations
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The “National Highway Traffic 

Safety Administration” is responsible 
for keeping people safe on 

America’s roadways
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ISO/IEC 2700x
Security Risk Management

ENISA
EU agency for Cybersecurity

Security Standards in general
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IEC 62443
Network and system security

BS 7799
Code of practise IS, 1st 1995

ISO/IEC 15408
Common Criteria, 1st 1996

ISO/IEC 18045
Methodology for IT security evaluation

1st 2005

ENX TISAX     
Trusted Information Security 

Exchange 

ISO/IEC 29100
IT Security techniques Privacy framework

1st 2011

ISO/IEC 27701
Privacy Information Management

1st 2019

NIST SP 800
Cybersecurity Framework1st 2018

FIPS 140
Federal Information Process Standards

ISO/IEC TR 24772
Guidance to avoiding vulnerabilities in 

programming languages

ISO/IEC 29147
Vulnerabil ity Disclosure

Chinese CS Law
Cybersecurity Law of the 

People’s Republic of China
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IEC 61508
Functional safety of E/E/EP systems, 1st 1998

Security Standards in Automotive
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ISO/IEC 27000-5
Securi ty Risk Management, 1st 2005

ISO 26262
Functional Safety of road vehicles, 

1st 2011

IEC 62443
Network and system security, 1st 2009

SAE J3061
security of cyber-physical vehicles, 1st 2016Selected Methods

ISO/SAE 21434
Road Vehicles – Cybersecurity Engineering

BS 7799
Code of practise IS, 1st 1995

ISO/IEC 15408
Common Cri teria, 1st 1996

ISO PAS 5112
Guidelines for auditing 

Cybersecurity engineering

ACSMS
Automotive Cybersecurity 

Management Audit

UN-ECE R.155
Road Vehicles – Cybersecurity 

Engineering

A-SPICE for Cybersecurity
Process Reference and Assessment model for 

Cybersecurity Engineering

ISO/AWI 24089
Software Update Engineering

UN-ECE R.156
Software Update Engineering and 

Management System

HEAVENS
Healing Vulnerabilities to Enhance Software 

Securi ty and Safety Report

EVITA
E-safety vehicle intrusion protection applications

NHTSA
National Highway Traffic Safety Administration 

Cybersecurity Recommendations
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UN Regulations to become Legal Requirements

UN Regulation No. 155:

Uniform provisions concerning the approval 
of vehicles with regards to cyber security 
and cyber security management system
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Source: UNECE No. 155
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VDA QMC Answer – Part 1
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Source: VDA QMC Automotive Cybersecurity Management System Audit
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VDA QMC Answer – Part 2
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Source: VDA QMC Automotive SPICE® for Cybersecurity
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Automotive SPICE® 3.1 Process Reference Model
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Source: VDA QMC Automotive 

SPICE® v3.1

VDA Scope



© 2021 P rocess Fellows GmbH

Integrated Automotive SPICE® 3.1 and 
Automotive SPICE® for Cybersecurity Process Reference Model

intacs™ SPICE Assessors today and tomorrow – Skills and training requirements for new topics such as Cybersecurity 13

Source: VDA QMC Automotive 

SPICE® for Cybersecurity

VDA Scope

Cybersecurity 
Scope
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Automotive SPICE® Compliance – Now „really“ important !

Type Approval (homologation) 
recommendation
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Source: VDA QMC Automotive SPICE® for Cybersecurity

* Should be
MAN.3 Project Management
MAN.7 Cybersecurity Risk Management

* *
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ISO/SAE 21434 – Road Vehicles – Cybersecurity Engineering
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Source: ISO/SAE 21434:2021
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VDA QMC Answer – Part 3
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Source: VDA QMC Automotive SPICE® for Cybersecurity
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Direct Automotive Scope 
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UN Regulation no.155
approval of vehicles with regards to cybersecurity and 

cybersecurity management system

ISO/SAE 21434
Road Vehicles – Cybersecurity Engineering Applicable to 

OEMs and Suppliers

VDA ACSMS / (ISO PAS 5112)
Automotive Cybersecurity System Audit (IATF 

Auditor & Experts)

Scope: Cybersecurity Management System of 
OEMs and the dependencies to contractual 

partners (value chain).

ASPICE for Cybersecurity
Process Reference and Assessment Model for 

Cybersecurity Engineering 
(A-Spice Assessor)

Scope: Individual Development Project

Company Certificate Assessment report

Remark:
ISO/SAE 21434 applies to 
series production road vehicle 
E/E systems. This includes their 
components and interfaces. It 
is applicable to all components 
whose development or 
modification began after the 
publication of the standard. 
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Further Process Reference/Assessment Models

… but no further assessor qualification required today !
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Current intacs™ Certification Levels
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• Little or no assessment experience

• Passed training course & exam
• Capable of acting as a co-assessor

• Proven teaching skills

• Approval by an accredited 
instructor (observation 
process)

• No training course or exam
“intacs™ certified Instructor Provisional Level“

(qualified for all PAMs; 
domain specific qualifications may apply)*

• Continuously and actively contributes to 

the international ISO/IEC 15504 
community‘s knowledge & best practices

• No training course or exam

“intacs™ certified Principal Assessor“
(qualified for all PAMs; 

domain specific qualifications may apply)*

• Assessment experience

• Approval by an accredited 
assessor (observation process)

• Passed training course & exam

• Capable of leading assessments 

“intacs™certified Competent Assessor“

(ISO/IEC 15504-5, ISO/IEC 330xx, 
Automotive SPICE®, TestSPICE)

“intacs™certified Provisional Assessor“

(ISO/IEC 15504-5, ISO/IEC 330xx, 
Automotive SPICE®, TestSPICE)

* e.g. „VDA Assessor Guideline“ for Automotive SPICE®

“intacs™certified Instructor Competent Level“

(qualified for all PAMs;
domain specific qualifications may apply)* !

!

!
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• Little or no assessment experience

• Passed training course & exam
• Capable of acting as a co-assessor

• Proven teaching skills

• Approval by an accredited 
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process)
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• Assessment experience

• Approval by an accredited 
assessor (observation process)

• Passed training course & exam

• Capable of leading assessments 

“intacs™certified Competent Assessor“

(ISO/IEC 15504-5, ISO/IEC 330xx, 
Automotive SPICE®, TestSPICE)

“intacs™certified Provisional Assessor“

(ISO/IEC 15504-5, ISO/IEC 330xx, 
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Future intacs™ Certification Levels
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• Passive assessment experience

• Passed training course & exam
• Capable of acting as a co-assessor

• Proven teaching skills

• Approval by an accredited 
instructor (observation 
process)

• No training course or exam
“intacs™certified Instructor Provisional Level“

(qualified for all passed 
Process Expert PAMs and Extensions; 

domain specific qualifications may apply*)
• Continuously and actively contributes to 

the international ISO/IEC 15504 
community‘s knowledge & best practices

• No training course or exam

“intacs™ certified Principal Assessor“
(qualified for all passed 

Process Expert PAMs and Extensions; 
domain specific qualifications may apply*)

• Active assessment experience

• Passed training course & exam
• Capable of leading assessments 

“intacs™certified Competent Assessor“

(qualified for all passed 
Process Expert PAMs and Extensions; 

domain specific qualifications may apply*)

“intacs™ certified Provisional Assessor“

(qualified for all passed 
Process Expert PAMs and Extensions; 

domain specific qualifications may apply*)

* e.g. „VDA Assessor Guideline“ for Automotive SPICE®

“intacs™ certified Instructor Competent Level“

(qualified for all passed 
Process Expert PAMs and Extensions; 

domain specific qualifications may apply*)

• Little or no assessment experience

• Passed training course & exam
• Capable of supporting internal 

improvement activities

“intacs™ certified Process Expert“

(Automotive SPICE®, Test SPICE, 
Medical SPICE, ISO 20000, …)
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New intacs™ Training Architecture
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intacs™ certified
Provisional

Assessor (AS)

4
d

intacs™ certified
Competent

Assessor (AS)

5
d

Path for assessors in 
Automotive SPICE® Model Extensions

Assessors need a certification for a 
model extension to perform an 
assessment with this extension.

Ex
a

m
Ex

a
m

intacs™ certified 
Process Expert

<other models*>

Ex
a

m

X
d

intacs™ certified 
Process Expert

(Automotive SPICE®
incl. Guidelines)

4
d

Ex
a

m

Cyber 
Security Ex

a
m

3
d Hardware 

SPICE Ex
a

m

2
d

Mechanical 
SPICE Ex

a
m

2
dAgile 

SPICE Ex
a

m

X
d

Automotive SPICE® 

Introduction

intacs™ certified
Provisional

Assessor <model>

X
d

intacs™ certified
Competent

Assessor <model>

5
d

Ex
a

m
Ex

a
m

Path for assessors in other 
models

intacs™ independent trainings are 
available on the market with various 

durations (1-day, 2-day or more).
These trainings could be booked 

independently from intacs™ to get 
brief insights into the model.

These trainings are NOT acknowledged 
for the assessor education!

< new
extensions > Ex

a
m

X
d * Other models, e.g.

• Medical SPICE
• IT Service Management SPICE
• Organizational SPICE
• Improvement SPICE
• Test SPICE
• ISO/IEC TS 33061 (SW Life Cycle)
• …

<model SPICE>
Introduction
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Training Combinations, e.g. for Automotive SPICE® Assessors
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▪ “intacs™ Certified Process 

Expert” is always the 

mandatory first training

▪ Model extensions can be 

attended at any time after the 

Process Expert training

intacs™ certified 
Process Expert

(Automotive SPICE®
incl. Guidelines)

intacs™ certified
Provisional

Assessor (AS)

intacs™ certified
Competent

Assessor (AS)

Model
Extension

intacs™ certified 
Process Expert

(Automotive SPICE®
incl. Guidelines)

intacs™ certified
Provisional

Assessor (AS)

intacs™ certified
Competent

Assessor (AS)

Model
Extension

intacs™ certified 
Process Expert

(Automotive SPICE®
incl. Guidelines)

intacs™ certified
Provisional

Assessor (AS)

intacs™ certified
Competent

Assessor (AS)

Model
Extension

intacs™ certified 
Process Expert

(Automotive SPICE®
incl. Guidelines)

intacs™ certified
Provisional

Assessor (AS)

intacs™ certified
Competent

Assessor (AS)
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intacs™ Roadmap – New Trainings and Exams
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Timeframe Topic

Jan. 2021 – Oct. 2021 Development of Training Material: Cybersecurity for Automotive SPICE®

July 2021 – March 2022 Development of Training Material: Process Expert (Automotive SPICE®)

July 2021 – March 2022 Development of Training Material: Provisional Assessor (Automotive SPICE®)

July 2021 – March 2022 Development of Training Material: Competent Assessor (Automotive SPICE®)

April 2021 – March 2022 Development of Exam Questions

October 2021 Publication of VDA QMC Cybersecurity for Automotive SPICE®

November 2021 First Pilot Training „Cybersecurity for Automotive SPICE®“ for Instructors

Q1 / 2022 Start of „intacs™ certified Cybersecurity for Automotive SPICE®“ Trainings

Q2 / 2022 Start of new intacs™ certified (Expert, Provisional, Competent) Trainings

Q4 / 2022 Yellow draft of Automotive SPICE® 4.0

✓

✓

✓
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Process Fellows GmbH | Schlegelleithe 8 | 91320 Ebermannstadt | GERMANY
Phone: +49 9194 3719 957 | Fax: +49 9194 3719 – 579

Website: www.processfellows.de | E-Mail: info@processfellows.de

DO YOU HAVE ANY QUESTIONS ?

Bernhard Sechser

intacs™ Principal Assessor & Instructor

Member of the intacs™ Advisory Board

Head of intacs™ Regional Representatives

bernhard.sechser@processfellows.de

Thank you !


