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Hardware-Software
Interfaces

Hardware-Mechanical
Interfaces

System
Architecture: Planning of System
Alternative releases
solutions
Variant, Platform
Growing & Reuse
functionality management

Requirements

Growing regarding Safety
complexity and Security
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What is Hardware SPICE?

Software ~—
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Identify possibilities to improve your

development processes

Check the capability of your

development processes

Standard

process

Hardware SPICE
V2.0

SPICE defines only,
what is expected.
Not how!

. :
intacs.infoull
international Assessor Certification Scheme™

SPICE ulil

PRM/PAM




How is “hardware” defined? —

System
Engineering

HARDWARE
COMPONENT

HARDWARE HARDWARE
PART PART

HARDWARE HARDWARE
PART PART

HARDWARE HARDWARE
PART PART
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HARDWARE COMPONENT " Assembled and interconnected

lowerlevel | lowerlevel physical hardware components
hardware hardware .
comporent  component or parts which perform analog
_— or digital functions or

hardware component Operations.

el Ricoen = NOTE: this can refer to a fully
assembled PCB, or a microcontroller

HARDWARE HARDWARE .

PART PART at the semiconductor level

= NOTE: conceptually, the term
‘hardware’ can be compared to
binary after SW build in the software

domain
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What is the difference between system, p:\ﬁgl:ﬁs
hardware and product development? — FELLOWS —

Automotive
SPICE®

( P d I//

l MEC-HW
" Integration
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Mechanical
System

Hardware SPICE

=
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Hardware tests to
be performed at
system level (with
target software)

Requirements
analysis according
to standardized

method
HWE.1 HWE.4
Separation in Hardware Requirements Verification against
. Analysis Hardware Requirements
architecture:
Handling of HWE.3 & 4 might
complex hardware be combined
and make/buy/ HWE.2 HWE.3
reuse decision Hardware Design Vfl';'::;"a':’: Sf:i'g":t
...and design:
g Initial hardware
hardware layout heck
check is
performed by the
Handover to sub- sub-supplier
supplier for
manufacturing of
prototypes
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What is the difference between system, T

PROCESS
hardware and product development? — FELLOWS —

= Can we use SPICE also for tool development?
= Tool development is not part of the model

= What about electromechanical components
(e.g. coil windings)?
= For “"SPICE" this is still a combination of

Hardware and Mechanics, and therefore a System

= Is it necessary to split electromechanical components for a better
mapping to SPICE?
= SPICE provides only a basic structure. It does not describe a
mandatory structure

= What processes should be used in that case?
= Use the notes, to combine the models

Specify Specify requirements

. of an Specify hardware
mechanical ‘ : _ /
. electromechanical requirements
requirements component
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What does an example of HW development

look like?

HWE.1 Hardware

There are functional
and non-functional
requirements for
the hardware
specified:

* Read electrical input

» Interact with SW to define mode
» Control different modes

e Turn LED on

e Turn LED off

« Give feedback in case of failure

4
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HWE.4 Verification against

The hardware verification takes care of:
= Expected functionality

= Pinout 0 7
= EMCtests [ mode
= FEtc. changes

(manually)

HWE.2 Hardware Desiﬁn

Circuit diagram

« Blockdiagram

MO >HANNT

| ?%}'
rd L yekos

.
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Bill of materials (BOM)

LED red

LED yellow

LED green

Board 80mm x 40mm
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HWE.3 Verification against

The PCB is now checked in the sense of:

= Execution according to circuit
diagram

= Distances of the conductor tracks

= Etc.

e.g.: LED
component to
ECU interface
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How do Automotive SPICE® and Hardware l"l=

SPICE work together? PROCESS

Assessment Agenda (Example):
= Kickoff

= Interviews “Project Management”
How are activities and resources planned
and monitored in development?

. i A velopment”
Interviews “System Development This refers to

= Interviews “"Hardware Development” the complete
Participants: HW designer, FMEDA experts, development!
Manufacturing, HW test, ...

= Interviews “Configuration Management”
How are the results of the development controlled and directed?

= Interviews “Dealing with problems and changes ”
How are changes and problems controlled in the course of development ?

= Interviews “Supplier Monitoring”
How are the tasks delegated to external parties tracked?

= Interviews “Quality Assurance”
How is the quality of the development results ensured ?

= Presentation of results

# © 2022 Process Fellows Webinar: Hardware SPICE
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PA CL
5.1

Process Attribute PA
Process .

MAN.3 Project Management - 1
SUP.1 Quality Assurance - 0
SUP.8 Configuration Management - 2
SUP.9 Problem Resolution Management - 0
SUP.10 Change Request Management - 0
SYS.1 Requirements Elicitation - 3
SYS.2 System Requirements Analysis - 2
SYS.3 System Architectural Design L 2
HWE.1 Hardware Requirements Analysis L 1
HWE.2 Hardware Design L 1
HWE.3 Verification against Hardware Design - (1)
HWE.4 Verification against Hardware Req. - 1
SYS.4 System Integration and Integration... - 1
SYS.5 System Qualification Test L 1
SPL.2 Product Release L
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| IATF 16949 (based on ISO 9001) | Hardware SPICE

Content Quality management system requirements for (Software) Process Improvement and Capability
automotive production and relevant service parts Determination for Hardware Engineering
organizations

Objective * process oriented QM system * identify process improvements for development
* continual improvement processes
* defect prevention * determine capability of development processes
* reduction of variation and waste in the supply

chain

Method Audit (according to ISO 19011 and VDA 6.3) Assessment

Result Cerificate Process and Capability Profile (see module 5)

Mapping The generic requirements for ,,Operation” (Chapter 8.2 — 8.3) of the IATF can be mapped to the indicators in
Hardware SPICE. While the IATF only defines generic requirements in their subchapters, SPICE will add content
dependencies and recommendations for the implementation

Importance The IATF is an established and mandatory Hardware SPICE is used mainly internally for
precondition in Automotive. improvement but will be required by customers in

- the future.
é,:_;_f_‘,.,l,_i_ As SPICE delivers more details about the suitability of the used processes and
= AN identified improvements, the results of assessments are often expected in
IATF audits!
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Althoughthe ISO 26262 has been available long before Hardware SPICE has been
published, the idea is
= SPICE defines the structured approach

= The ISO 26262 only gives the addons, to be implemented in functional safety
development plus recommendations on methods

Remark: Hardware SPICE includes a couple of referencesto content of the ISO 26262!

LN 4

\ /S026262 )

47 System architectural
- design
Scope of SO 26262+5 |
HWE.]. General topics for the
. 5-5 product development at
Hardware Requirements the hardware level
Analysis !

a Specification of hardware
safely reguirements

HWE.2 |
. P ing for production,
Hardware Design 75 | operation seree e 5.7 Hardware design
decomom! ne
—

Used for evaluationof [N
\ Evaluation of the

_ HWE3 design and as input for 58 | bardware architectural i ———————————
Verification against

Hardware Design verification :
Evaluation of saftey goal Evaluation of hardware

= 5-9 violations due to random B-13
elements
hardware fallures

HWE.4
Verification against 41
Hardware Requirements System and item
510 | Hardware Integration and 48 integration and
verification wverification
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Challenges
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Difficult mapping of the processes, since
development processes often do not correspond
to the structure of Hardware-SPICE

The terms from Hardware-SPICE are rarely used
in reality and have to be "translated":
e.g. architecture

The handling of complex hardware (make-or-buy decision and
integration) is not defined in Hardware-SPICE, and have to be
handled with SYS-processes of Automotive SPICE®

The interface to manufacturing is rarely defined in Hardware-SPICE

Safety and Cybersecurity expect a structured approach that need to
be established




r ./
What experiences are there already? T
PROCESS

—FELLOWS —

Benefits

= A better understanding of the process is
generated through the interviews

= Possible improvements are recognized based
on identified risks and problems

= It enables better communication between
the (distributed) teams (process interfaces)

= Synergies can be better used (similar approaches)

= We are ready for the future "Customer requirements regarding
Hardware-SPICE will change!"

= We are ready for the implementation of Safety and Security
(established processes)
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Winter Special °
20% discount* 3
on all public seminars
Would you like to subscribe to our
newsletter? Register on our website:
https://www.processfellows.de/kontakt. html

planned in the first half of 2022
if booked by January 31, 2022

(*cannot be combined with other discounts)

Next training dates

intacs™ Certified Provisional Assessor (Automotive SPICE®) 9
uaranteed

31 Jan—4 Feb, 2022, online, English

intacs™ Introduction to VDA Automotive SPICE® Guidelines Q
uarantee

8 Feb — 9 Feb, 2022, online, English

intacs™ training for the ,,Automotive SPICE® for Cybersecurity” Model
28 Feb — 2 March, 2022, English

intacs™ Certified Provisional Assessor (Automotive SPICE®) 9
uarantee

7 March — 18 March, 2022, online, English
10 half days instead of 5 full days, daily from 8:00 a.m. - 12:00 p.m. (EST) / 2:00 p.m. - 6:00 p.m. (CET)

Process Fellows GmbH | Schlegelleithe 8 | 91320 Ebermannstadt | GERMANY

Phone: +49 9194 3719 957 | Fax: +49 9194 3719 - 579
Website: www.processfellows.de | E-Mail: info@processfellows.de
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