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Agenda

• New challenges in Automotive industry – Cybersecurity and more

• Current situation – SPICE Assessments and their effects

• intacs® – Goals and Achievements

• Future intacs® Training Architecture

• Outlook
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Many different opinions, but one goal: Cybersecurity
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The “National Highway Traffic 

Safety Administration” is 

responsible for keeping people 

safe on America’s roadways
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Important Norms and Standards
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R156

UN ECE 

R156

Domains of cybersecurity activities described in clauses of the 

ISO/SAE 21434:2021

Organizational Cybersecurity Management

Project Dependent Cybersecurity Management

Distributed Cybersecurity Activities

Continual Cybersecurity Activities

Concept Phase

CS Validation

Product 

Develop-

ment

Post-Development:
Production, Operations/ 

maintenance, End of Support and 

Decommissioning

Threat Analysis and Risk Assessment Methods

R155

UN ECE 

R155

ISO 21434:

Cybersecurity Audit

Cybersecurity Assessment

Basic Check

(mandatory)

Project

Implementation

ACSMS

Certificate

Examples
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VDA QMC Answer – Part 1
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Source: VDA QMC Automotive Cybersecurity Management System Audit
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Automotive Scope
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Described in 

detail by

Refers on 

reference 

implementation

Safeguarding the 

value chain short 

term 

Safeguarding the 

value chain mid 

term 

UN Interpretation

Document to

R no. [155]

UN Regulation no. 

[155]

ISO/SAE 21434 

Cybersecurity 

Engineering

VDA QMC ACSMS 

Audit

ISO PAS 5112 

Guidelines for 

auditing CS 

engineering

OEM

Supplier
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VDA QMC Answer – Part 2
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Source: VDA QMC Automotive SPICE® for Cybersecurity
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Integrated Automotive SPICE® 3.1 and 
Automotive SPICE® for Cybersecurity Process Reference Model
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Source: VDA QMC Automotive 

SPICE® for Cybersecurity

VDA Scope

Cybersecurity 

Scope
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VDA QMC Answer – Part 3
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Source: VDA QMC Automotive SPICE® for Cybersecurity
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UN Regulation no.155
Approval of vehicles with regards to cybersecurity and 

cybersecurity management system

Implementation in Automotive 
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ISO/SAE 21434
Road Vehicles – Cybersecurity Engineering applicable to 

OEMs and Suppliers

VDA ACSMS / (ISO PAS 5112)
Automotive Cybersecurity System Audit 

(IATF Auditor & Experts)

Scope: Cybersecurity Management System of 

OEMs and the dependencies to contractual 

partners (value chain).

Automotive SPICE for

Cybersecurity
Process Reference and Assessment Model for 

Cybersecurity Engineering

Scope: Individual Development Project

Company Certificate Assessment Report

Remark:

ISO/SAE 21434 applies to 

series production road vehicle 

E/E systems. This includes their 

components and interfaces. It 

is applicable to all components 

whose development or 

modification began after the 

publication of the standard. 
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Which kind of projects are assessed?

• ECU with software-based functionalities for 
vehicle functions

• software-controlled safety measures on a 
second controller

• access control mechanisms, e.g., for vehicle doors

• smartphone apps for evaluation of vehicle data 
and controlling functions like climatic control

• “old fashioned” managed system development 
with “agile” sub-teams for software and/or 
hardware development

• complex (sub-)systems with several 
architectural layers and hierarchies 
distributed among several ECUs and 
developed by different (sub-)suppliers 
at different locations all over the world

• a mixture of all above … 

• and much more!
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Which kind of projects are assessed?

And by whom?

By an assessor with a basic 
intacs® education according 
to the training scheme and 
hopefully additional skills 
from somewhere else that fit 
to the needs of the projects to 
be assessed !

Is this sufficient?

And does it matter?
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For becoming a supplier for the first time?

Yes, if you are one out of many suppliers offering a 
standard product and want to be classified as an A supplier 
(means “preferred”)

No, if this supplier has a unique knowledge or product, 
just promising to work on an improvement plan

For accepting/approving a delivered product to be integrated into a vehicle?

Yes, if well performed processes are really respected (risk-based approach)

No, if the product passes all acceptance tests for expected functionality 
(even with higher risks)

For improving the own projects and processes?

Yes, if assessment findings are justified in an unambiguous and practical way

No, if rating is purely based on PAM and guideline rules without specific justifications

Will this be sufficient in the future?

Do assessor ratings have any effect on projects or organizations?
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Role of the Automotive SPICE® Assessor in Cybersecurity

 Perform Automotive SPICE® for Cybersecurity Assessments

 Participate in ACSMS Audits (recommended, but not in leading role)

 Keeping up to date with the latest Cybersecurity knowledge

 Not in scope:

 ISO 27xxx, TISAX, (A)CSMS,

 “Cybersecurity Certification” 

(e.g. product security)

 Challenge or hack the security 

mechanism

 Coach or consult how to 

improve the mechanism
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Automotive SPICE® Compliance – Now „really“ important !

Recommendation from VDA QMC 
for Type Approval 
(homologation)
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Source: VDA QMC Automotive SPICE® for Cybersecurity

 Assessor‘s judgement will 

become more important than ever !
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What is intacs®?

“The intacs® scheme is a valid and accepted qualification scheme 

by the automotive industry and VDA QMC.”
Source: VDA QMC Automotive SPICE® Guidelines, 1st edition

Main objective: Ensuring high quality assessment performance through

1. setting training and certification standards for ISO/IEC 330xx (SPICE) assessors

2. setting standards for maintaining assessor competence

3. promoting assessment models & community interactions
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Most requested topic: Cybersecurity
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Source: 

https://intacs.info/index.php/gate4spice
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Current intacs® Training Architecture
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Assessors need a training and 

certification for a PAM to perform 

official assessments with this PAM.

intacs® certified

Provisional

Assessor <model>

5
d

intacs® certified

Competent

Assessor <model>

5
d

E
xa

m
E

xa
m

Path for assessors in other models, e.g.

 ISO/IEC 15504-5 (SW Life Cycle)

 SPICE for IT Services

 Test SPICE

Path for assessors in Automotive SPICE®

+

intacs® certified

Provisional

Assessor (AS)

5
d

intacs® certified

Competent

Assessor (AS)

5
d

E
xa

m
E

xa
m

intacs® VDA 

Assessor Guidelines 

(AS)

2
d
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Future intacs® Training Architecture
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intacs® certified

Provisional

Assessor (AS)

4
d

intacs® certified

Competent

Assessor (AS)

5
d

Path for assessors in 

Automotive SPICE®
Model Extensions

At least one assessor of the assessment team needs a 

certification for a model extension to perform an official 

assessment with this extension.

E
xa

m
E

xa
m

intacs® certified 

Process Expert

<other models*>

E
xa

m

X
d

intacs® certified 

Process Expert

(Automotive SPICE®

incl. Guidelines)
4

d

E
xa

m
Cyber 

Security

SPICE E
xa

m

3
d Hardware 

SPICE E
xa

m

2
d

Mechanical 

SPICE E
xa

m

2
dAgile 

SPICE E
xa

m

X
d

Automotive SPICE® 

Introduction

intacs® certified

Provisional

Assessor <model>

X
d

intacs® certified

Competent

Assessor <model>

5
d

E
xa

m
E

xa
m

Path for assessors in other 

models
intacs® independent trainings are 

available on the market with various 

durations (1-day, 2-day or more).

These trainings could be booked 

independently from intacs™ to get 

brief insights into the model.

These trainings are NOT acknowledged 

for the assessor education!

Machine

Learning

SPICE E
xa

m

X
d

* Other models, e.g.

 Medical SPICE

 SPICE for IT Services

 Organizational SPICE

 Improvement SPICE

 Test SPICE

 ISO/IEC TS 33061 (SW Life Cycle)

 …

<model SPICE>

Introduction

Functional

Safety

SPICE E
xa

m

X
d

Process

Improvement

SPICE E
xa

m

X
d < new

extensions > E
xa

m

X
d
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Further Process Reference/Assessment Models

Challenges for Know-how building of Developers and Assessors in Cybersecurity - ASQF Safety & Security Day - March 23, 2023 26



© 2023 Process Fellows

Process Fellows GmbH | Schlegelleithe 8 | 91320 Ebermannstadt | GERMANY

Phone: +49 9194 3719 957 | Fax: +49 9194 3719 – 579

Website: www.processfellows.de | E-Mail: info@processfellows.de

DO YOU HAVE ANY QUESTIONS ?

Bernhard Sechser

Managing Director & Principal Consultant @ Process Fellows GmbH

Intacs® Principal Assessor & Instructor

Member of the intacs® Advisory Board

Head of intacs® Regional Representatives

bernhard.sechser@processfellows.de

Thank you !
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